Step 10: Mastering the Art of Debugging

[hed]  Breakpoint, Debug, and Conquer

[hed] Conquering the Breakpoint

[dek ] Learn programmatic mechanisms available to debug Java applications and how to use stacktrace information to perform root cause analysis.

[byline] Satadip Dutta

We do our best to deliver 100% bug free applications; however, more often than not, bugs do end up in the released application. Debugging is the process of removing bugs in an application. Debugging starts at the coding time and continues even after the software is released. The most time consuming part of the debugging process is performing the root cause analysis to find the cause of the bug.  

This article will introduce programmatic mechanisms available to aid debugging Java applications. The article will then focus on how Oracle JDeveloper 10g can be used to facilitate debugging of applications.

[subhead] The Debugging Process

Performing the root cause analysis of any bug is inherently difficult because of the numerous possible causes for the bug. 

The first step in reducing complexity is to understand what is going on inside the application by capturing the program state. Some of the mechanisms available to capture the program state are:

· Logging

· Java Stacktraces

The second step in this process is to identify the exact section of the code that is causing the bug. Understanding the program state at a high level helps in reducing the scope of the problem and using a good debugger can facilitate trace debugging. 

Trace debugging is the process of stepping through code, a line at a time, to closely observe the state of the program. A good debugger should not only facilitate the setting of source code breakpoints, but also facilitate setting of runtime breakpoints such as detecting exceptions, method, and classes. Features like these are important because bugs manifest themselves for a variety of causes like bad data in method arguments, uncoordinated networking code and the like. Many of these situations lead to runtime situations that are not predictable. Using stacktraces it is possible to find the exception and set a breakpoint for a particular exception. Most complex applications are distributed in nature and it is imperative for a good debugger to support remote debugging facilities. Multi threaded applications can benefit from a debugger that supports not only watching threads and monitors but also detecting deadlocked threads.

The key to good debugging is in finding the right information from the application code itself. Applications need to be designed with this goal from ground up. Coding conventions that outline what needs to logged and the level of logging are extremely important. Having a consistent exception handling strategy will enable the generation of meaningful stacktraces. Using asserts effectively for checking pre and post conditions are also helpful aides to debugging.  In the next section, we will explore more about logging and stacktraces. The section attempts to highlight changes available in the J2SE 5.0 release that might be of value to  J2EE/Java Developers
[subhead] Logging

Logs can be used to get a better understanding of the program state. One of the common ways employed by many developers is to use place println() statements that write to the standard output or standard error. Although this method is extremely easy to code, it is not suitable for applications deployed in production environments. The biggest disadvantage of this mechanism is that the log output in the console is transient. The Java logging utilities (java.util.logging) and logging utilities like Log4J (http://logging.apache.org/log4j/) provide developers with easy and configurable mechanism to write logs to a file. It is always preferable to write logs to files as they can be retrieved at a later point for analysis.  When logs are used diligently to log every method entry and exit, they can be instrumental in understanding when every method is being called. 

Logging mechanisms when not used carefully can result in log files quickly becoming extremely verbose. It is imperative to use logging levels diligently to prevent logs from overwhelming the debugging process. Tools like chainsaw (http://logging.apache.org/log4j/docs/chainsaw.html) can prove to be very useful in filtering through a stack of log files, however, that does not discount the use of log levels. 

[subhead] Java Stacktraces

Java stacktraces are one of the most universally used mechanisms to detect and resolve problems in a Java application. The Java stacktrace is a user-friendly snapshot of the threads and monitors in a Java Virtual Machine (JVM).  Before the release of J2SE 5.0 there were two ways to generate a stack trace. 

· Send a signal to the JVM

· Throw and catch your own exception 

Although these mechanisms are very useful, they do have some shortcomings. It is awkward to send a signal to the JVM when the application is running without a console or as a service. The process of generating stacktraces using throws and catches for exceptions needs to be built into all the pre-requisite classes in an application at design time itself. J2SE 5.0 provides mechanisms that allow developers to get stack traces that address the above-mentioned problems. The two new mechanisms are

· API - programmatic mechanism

· JMX - external monitoring

These mechanisms allow the vital information contained in stack traces to be exposed from applications without consoles. It is also possible now to connect to a JVM and get information about the various threads and their states using JMX. 

[subhead] Programmatic Mechanism

 There are two additional direct hooks into the API to generate stack traces in J2SE 5.0

· Thread.getAllStackTraces() which returns a Map for all live threads in an application

· Thread.getStackTrace() which returns the stack trace for one thread in an application

import java.util.*;

public class StackTest {


public  void whereami() {




Map<Thread, StackTraceElement[]> st= Thread.getAllStackTraces();



for (Map.Entry<Thread, StackTraceElement[]> e: st.entrySet()) {




StackTraceElement[] el= e.getValue();




Thread t= e.getKey();




System.out.println("\""+t.getName()+"\""+" "+(t.isDaemon()?"daemon":"")+" prio="+t.getPriority()+" Thread id="+t.getId()+" "+t.getState());




for (StackTraceElement line: el) {





System.out.println("\t"+line);




}




System.out.println("");

      

}


}


public static void main (String args[] ) {



StackTest t1 = new StackTest();



t1.whereami();

       }

}

You should see some output like this

"Finalizer" daemon prio=8 Thread id=3 WAITING

        java.lang.Object.wait(Native Method)

        java.lang.ref.ReferenceQueue.remove(ReferenceQueue.java:116)

        java.lang.ref.ReferenceQueue.remove(ReferenceQueue.java:132)

        java.lang.ref.Finalizer$FinalizerThread.run(Finalizer.java:159)

"Reference Handler" daemon prio=10 Thread id=2 WAITING

        java.lang.Object.wait(Native Method)

        java.lang.Object.wait(Object.java:474)

        java.lang.ref.Reference$ReferenceHandler.run(Reference.java:116)

"main"  prio=5 Thread id=1 RUNNABLE

        java.lang.Thread.dumpThreads(Native Method)

        java.lang.Thread.getAllStackTraces(Thread.java:1434)

        StackTest.whereami(StackTest.java:7)

        StackTest.main(StackTest.java:30)

"Signal Dispatcher" daemon prio=10 Thread id=4 RUNNABLE
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One of the primary reasons for adding this API was that the JVM is often running without a console window. In the above example, a console will be required to actually view the generated stacktrace. However one option is to simply provide your own conditions in the code to send them to a log file. For example, generate a stacktrace for each LDAP request or when logging a severe log message. The Throwable class also has a method to getStackTrace(), which can be extremely useful in debugging. The programmatic API to log the stacktrace can provide an effective means to get a better context of the problems in the logic as they occur. The stacktraces can be instrumental in setting runtime breakpoints if the debugger allows. In a later example in this article, we will see how to set exception breakpoints in Oracle JDeveloper 10g.

The API provides a static mechanism to get stack traces from a Java application. However, there are scenarios when the program is running but it is not behaving as expected. It is also possible to dynamically get stack traces from the JVM using the new management and monitoring APIs introduced in the next section.

[subhead] Using JMX

Sometimes it is necessary to generate a stacktrace without disrupting the application. One of the mechanisms to control stacktrace generation from outside the JVM is to use RMI. We can create a remote interface, register the stack trace generator with the rmiregistry and call it using a RMI client. J2SE 5.0 provides the new management and monitoring APIs that use JMX as the underlying mechanism to expose the JVM information. The use of JMX allows the information to be available locally and remotely to applications that support JMX. It provides a set of pre-defined management interfaces out of the box that include  ThreadMXBean MBean. The ThreadMXBean resides in java.lang.management and provides a management interface for the Thread subsystem of the JVM. Although JMX is configured within the JVM, the JVM (does it refer to the JVM or JMX) needs to be enabled explicitly for external control.  An example without authentication enabled is 

java -Dcom.sun.management.jmxremote.port=5001 

       -Dcom.sun.management.jmxremote.ssl=false 

       -Dcom.sun.management.jmxremote.authenticate=false  StackTest

[image: image2.png]& Project Properties - D:\jdevjava1013\jdevimywork\Application5\ProjectThreads\ProjectThreads. jpr

Project Content
ant

Compler

- Dependencies
Javadoc

- Technology Scope.
Working Sets

Run/Debug
() Use Custom Settings
(@) Use Project Setings

Default Run Target:

==
e o Run Active Fil Before Defeuk
et achine;  Java Options:
ovm v [com.sun.management jmremote.part=5001]-Dcom,sun.manageme
rogam arquments
un Directry
Bronse.

emote Debugging and Profiing

b

o [ el





To connect to this server we could use a JMX console or access the JMX beans through a proxy. We have used the same port and are connecting to it from the same machine using localhost. The connection is proxied using RMI.

import java.lang.management.*;

import javax.management.*;

import javax.management.remote.*;

import java.util.*;

public class JMXClient {

     public static void main(String args[]) {

        ThreadMXBean t=null;


try {

          JMXConnector connector = JMXConnectorFactory.connect( new JMXServiceURL("rmi", "", 0, "/jndi/rmi://localhost:5001/jmxrmi"));


t=java.lang.management.ManagementFactory.newPlatformMXBeanProxy(connector.getMBeanServerConnection(), java.lang.management.ManagementFactory.THREAD_MXBEAN_NAME, ThreadMXBean.class);


}catch (Exception e){System.out.println(e);}


  long threads[] =t.getAllThreadIds();

          ThreadInfo[] tinfo = t.getThreadInfo(threads,5);

          for (ThreadInfo e : tinfo) {



StackTraceElement[] el= e.getStackTrace();





System.out.println("\""+e.getThreadName()+"\""+" "+" Thread id="+e.getThreadId()+" "+e.getThreadState());

The ThreadInfo class contains detailed information about a thread that includes information like ThreadID, ThreadName, etc. and provides the getStackTrace() method to return the stacktrace. There are mechanisms available to get additional information about the various threads in an application (like deadlocked threads) that helps in root cause analysis. Apart from thread related information, it is also possible to get information about the JVM memory consumption. This information can provide great insights into the state of the JVM as the program is running. JMX can also be used to control the logging levels of an application. This mechanism can be very helpful in generating targeted and concise logs that help in understanding the program state and setting breakpoint during trace debugging quickly.

 [subhead] Using Oracle JDeveloper 10g

We have seen the existing programmatic mechanisms that allow us to understand the program state when we chase bugs. We will now look at how to use Oracle JDeveloper’s debugging features in conjunction with the log and stacktrace information to shorten the time to find errors in program logic.

Runtime exceptions can often cause abnormal behavior in the logic that can be difficult to track. The stacktrace API can be used to record the state of the program by logging the stack trace. Having the stack trace information available in a log file makes it possible to look at the context where the exception occurs. This information is very valuable when using Oracle JDeveloper as it helps in identifying the location for setting a breakpoint.
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Oracle JDeveloper allows the setting of various types of breakpoints like exception breakpoints, method breakpoints and class breakpoints. In this example, we will set the method breakpoint. 
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When setting the method breakpoint it is also possible to get a stack dump. Setting the check box in the action tab can help generate the stack dump. When the method is entered the stack dump is sent to the message window.
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Oracle JDeveloper also provides mechanism to create exception breakpoints. Exception breakpoints allow a developer to specify various exception types like InterruptedException. The breakpoint occurs when the specified exception is thrown. When using exception breakpoints, it is possible specify a group of breakpoints that allows the breakpoints to be enabled and disabled as a group. 
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[subhead] Conclusion

The time consuming aspects of debugging can be conquered by using logs to narrow the area of the application where the bugs may be potential located. Applications designed for debugging will also reveal any relevant stacktraces in the log. By using stacktraces, it is possible to further fine tune the potential area causing a problem by finding potential breakpoint locations. Oracle JDeveloper debugging features allows developers to use the information from the stacktraces to find the root cause of the abnormal behavior in a program.
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